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The policy brief underscores the urgent need to combat online censorship
and protect access to information in Nigeria. It emphasizes the importance
of upholding democratic principles, human rights, and free expression in the

digital age, urging Nigeria to take proactive steps to preserve these
fundamental values.



TABLE OF

CONTENTS

N

Executive Summary
Introduction
The Current State Of Online Censorship In Nigeria

Legal Framework And International Standards

Implications Of Online Censorship
Undermining Democracy
Infringement Of Human Right
Stifling Freedom Of The Press
Economic Consequences

Social Consequences

Key Stakeholders
Government Agencies
Civil Society Organizations
Tech Companies
The Public

Case Studies
Recommendations
Conclusion

References

N AW

10
10
11
11

12

12
13

14
14

15
20
23
25



POLICY BRIEF Combating Online Censorship: Protecting Access to Information in Nigeria

Executive Summary

Online censorship has far-reaching effects beyond restricting freedom of
expression and access to information. In a digitized world where the internet
has transformed socio-economic activities, internet restrictions, and online
censorship also have economic and social implications, as well as
implications for education and innovation. As a democracy that seeks to
harness the potential of the global digital economy, combatting online
censorship and enabling access to information remain crucial for Nigeria.

This policy brief posits that online censorship in Nigeria is a complex and
evolving issue, which necessitates a multi-stakeholder approach to combat
against the background of recent surges in online censorship-related
incidences. The brief compares legal local frameworks and international
standards relevant to the issue and highlights key considerations for
ensuring best practices in combating online censorship in Nigeria. The brief
also examines case studies, highlighting the real-world consequences of
online censorship in Nigeria and drawing parallels between the Nigerian
scenario and other jurisdictions that have made significant progress in
addressing online censorship issues.

The brief recognizes that the move towards protecting access to
information in Nigeria has limitations and constraints, as there are many
technical, legal, and political obstacles to contend with. However, measures
that include legal reforms and stakeholder engagement are proffered as a
roadmap for addressing the challenges posed by online censorship,
promoting digital rights, and safeguarding fundamental freedoms in Nigeria.
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Introduction

Access to online information in the digital age is a convenience and a
cornerstone of modern society. The internet has become a primary source of
knowledge, a platform for free expression, and a driver of social and
economic progress. However, the menace of online censorship looms large,
threatening the very ideals upon which the internet was built.

The internet has emerged as an unparalleled tool for individual
empowerment. It provides access to a vast knowledge repository,
enabling individuals to educate themselves, develop new skills, and
engage in informed decision-making. It fosters a sense of personal
agency, allowing people to connect, communicate, and contribute to local
and global conversations. Information is now at our fingertips, from
healthcare advice to educational resources, legal guidance, and even
opportunities for economic advancement. The internet has ushered in an
era of unprecedented transparency in governance and corporate affairs.
Citizens and consumers can access information, scrutinize policies, and
demand accountability from institutions and governments. Social media
and online news platforms facilitate real-time reporting, offering
transparency that was once inconceivable. This access to information
empowers the public to engage in civic activities, hold authorities
accountable, and make informed choices.

Online platforms have become catalysts for social and economic
development, offering innovative solutions to longstanding problems. E-
commerce has provided businesses access to new markets, while remote
work and online education have transformed traditional employment and
learning structures. These advances foster economic growth and social
inclusion, potentially bridging disparities and advancing opportunities for
marginalized communities.

In Nigeria, as in many parts of the world, the unrestricted flow of online
information is under threat from online censorship. Governments and
institutions increasingly employ various mechanisms to restrict access to
content, limit free expression, and surveil online activities. The implications
of such censorship are far-reaching and multifaceted, impacting individuals,
communities, businesses, and the nation.
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The significance of the digital age in Nigeria is indisputable. With a growing
population and a burgeoning tech-savvy youth, the Internet is not just a tool
for development but an essential conduit for social, political, and economic
transformation. It is crucial to comprehend the gravity of online information
access and the severe consequences of censorship in this context.

In this policy brief, we delve into the challenges of online censorship, its legal
frameworks, the international standards that should guide Nigeria, and the
implications for democracy, human rights, and economic development.
Moreover, we explore real-world case studies, the stakeholders involved, and
the obstacles faced. We present actionable recommendations to protect
access to information and freedom of expression in Nigeria's digital
landscape.

The Current State of Online Censorship in Nigeria

Online censorship in Nigeria is a complex and evolving issue with far-
reaching implications. Recent incidents and trends paint a concerning picture
of online censorship, underscoring a growing threat to freedom of expression
and access to information.

In recent years, Nigeria has witnessed a surge in incidents of online
censorship, famous of which is the temporary suspension of Twitter (now X)
in 2021. In response to various concerns, the Nigerian government has
sometimes restricted access to social media platforms, messaging apps,
and websites, particularly during civil unrest or elections. These actions have
been widely criticized for infringing on freedom of expression and hampering
access to information. Reports from organizations like Human Rights Watch
and Freedom House document instances where these restrictions have
stifled public discourse, especially during politically sensitive events.

One of the most notable examples of online censorship in Nigeria is the
temporary suspension of Twitter in 2021. This decision followed the deletion
of a tweet by the Nigerian President, which led to concerns about the
suppression of critical voices. The suspension of Twitter had significant
implications for freedom of expression and businesses and individuals who
relied on the platform for communication and commerce.
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This move triggered a national and international debate on the limits of online
censorship in Nigeria.
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Fig. 7: Internet shutdowns, network tions, and social media disruptions in Africa since 2015
Source: Surfshark & Netblocks Internet Shutdown Tracker
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The consequences of online censorship extend beyond limiting access to
information. They include the erosion of trust in online spaces, the
suppression of dissenting voices, and the stifling of political debate.
Additionally, online censorship negatively affects businesses reliant on digital
platforms for marketing and communication. The broader economic
implications are evident, as it can deter foreign investment and hinder the
growth of the digital economy.

Legal Framework and International Standards

Evaluating Nigeria's legal framework concerning online censorship is a
crucial step in understanding the current landscape. This section scrutinizes
existing legislation and regulations, emphasizing areas that necessitate
revision. A comparison with international standards, including United Nations
resolutions and agreements, offers a broader context for comprehending the
issue.

To understand Nigeria's legal framework, we must examine existing
legislation and regulations relevant to online censorship. A key piece of
legislation in this context is the Cybercrimes (Prohibition, Prevention, etc.) Act
of 2015. While this act primarily focuses on cybercrimes, it contains
provisions that have been used to justify online censorship. The ambiguity
and broadness of certain sections of the act have raised concerns regarding
its potential for misuse.

Another piece of legislation with implications for online censorship is the
National Broadcasting Commission Act of 1992, which governs the media
landscape in Nigeria. The act provides for the regulation of broadcast
content, and it has, at times, been interpreted to encompass online content.
These legal provisions have been invoked to justify restrictions on online
speech and the shutdown of media outlets.

The existing legal framework raises several concerns. It needs to be more
specific when defining the scope of online censorship, which can lead to
overreach. The lack of clear guidelines and safeguards for freedom of
expression online leaves room for arbitrary enforcement and stifles
dissenting voices.
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In addition, there needs to be more transparency and accountability in
applying these laws. Often, the justification for online censorship is vague,
and it is sometimes unclear which authorities are responsible for making
these decisions—this lack of transparency contradicts democratic principles
and the rule of law.

Nigeria, as a member of the international community, is bound by a set of
principles and standards related to online censorship. These international
standards are outlined in United Nations resolutions and agreements. For
instance, the Universal Declaration of Human Rights, to which Nigeria is a
signatory, guarantees the right to freedom of expression and access to
information. The International Covenant on Civil and Political Rights (ICCPR)
further elaborates on these rights and outlines their permissible restrictions.
These international standards emphasize the importance of proportionality,
necessity, and legitimacy in limiting freedom of expression. Any restrictions
must serve legitimate purposes, such as national security and public order,
and should be narrowly tailored to achieve these goals.

A comparison between Nigeria's legal framework and international
standards reveals discrepancies. The existing legislation only sometimes
aligns with the principles of proportionality and necessity. Restrictions on
freedom of expression and access to information online may be enacted
without the requisite justification or proportionality, thereby violating
international standards.
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Cybercrimes (Prohibition, National Broadcasting | Universal Declaration of | International Covenant
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(g Ambiguity of specific Some provisions have been | freedom of expression and | freedom of expression
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for misuse speech restrictions
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TJable 7: Legislations relevant to online censorship: Comparison between Nigerian and Global Frameworks
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In light of these findings, Nigeria must revise its legal framework to ensure
compliance with international standards. This may involve amending
existing legislation to provide more explicit definitions, greater transparency,
and accountability in the application of online censorship. International
standards should guide this process, emphasizing the need for
proportionality and the protection of fundamental rights.

Implications of Online Censorship

Online censorship in Nigeria has wide-ranging and profound implications
that extend beyond the virtual world. It significantly impacts democracy,
human rights, freedom of the press, and economic and social
consequences. Understanding these implications is crucial for addressing
the issue through valuable insights into these far-reaching consequences.

» Undermining Democracy

Data from Freedom House suggests that, globally, infringement on
freedom of expression is a driver of democratic decline. Consequently,
online censorship poses a direct threat to democracy in Nigeria. The
Internet is vital for exchanging ideas, political discourse, and citizen
engagement. When online spaces are censored or restricted, it
undermines the democratic process by limiting the diversity of voices
and perspectives that can participate in political discussions. These
restrictions on social media and online content have hindered free
expression and, in turn, impeded the functioning of a healthy democratic
system.




Combating Online Censorship: Protecting Access to Information in Nigeria POLICY BRIEF

® Infringement on Human Rights

Censorship of online content infringes on fundamental human rights,
particularly freedom of expression. This right is enshrined in
international treaties and agreements, including the Universal
Declaration of Human Rights and the International Covenant on Civil
and Political Rights. When online censorship is used to silence critics,
stifle dissent, or suppress information, it violates these human rights
principles. Reports from human rights organizations and civil society
groups document instances where individuals have been targeted for
expressing their opinions online, further emphasizing this infringement.
In 2022, the Centre for Journalism Innovation and Development in
Nigeria (CJID) documented 53 attacks on journalists while doing their
jobs, effectively infringing on their human rights.

i

i

® Stifling Freedom of the Press O{E

Online censorship also has significant implications for freedom of the
press. Journalists and media outlets rely on online platforms to
disseminate news and information. When online content is censored, it
restricts the ability of journalists to report, investigate, and share their
findings. This stifling of the press curtails the public's right to be
informed, and existing sources demonstrate how online censorship
has negatively impacted journalism in Nigeria. In August 2022, the
license suspension of 53 radio stations (some of which transmit
online) over licensing fees by the Nigerian National Broadcasting
Commission (NBC) was considered a threat to freedom of expression
and information by some rights groups.
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@ Economic Consequences E[I\llf

The economic implications of online censorship are substantial. The
digital economy plays a crucial role in Nigeria's economic growth. E-
commerce, online marketing, and tech-related industries contribute
significantly to the nation's GDP. Consequently, restrictions or
shutdowns of online platforms can lock Nigerians out of economic
opportunities, thereby affecting businesses, hampering digital
innovation, and deterring foreign investment. Reports and studies from
organizations like the World Bank and the United Nations emphasize
the economic repercussions of online censorship, underscoring the
importance of maintaining a vibrant digital ecosystem. According to
research conducted by an internet research firm, government internet
shutdowns, from throttling of internet services to social media
blackouts and complete shutdowns, cost approximately $50 billion to
the world economy between 2019 and 2023. The Netblocker Cost of
Shutdown Tool (COST) estimates a potential global cost impact of
almost $30 billion and a potential cost impact of nearly $120 million
for Nigeria if there were to be a complete internet shutdown for a day.

000

® Social Consequences @@%

Online censorship also has social repercussions. It disrupts the free flow
of information and hinders access to knowledge. When individuals
cannot access critical information, they may be more susceptible to
misinformation or manipulation. Additionally, online censorship can limit
access to educational resources and opportunities, particularly for
marginalized communities. The social consequences of restricted
access to information are highlighted in studies and reports from
education and social development organizations.
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Key Stakeholders

Addressing the complex issue of online censorship in Nigeria necessitates
the collaborative efforts of various stakeholders. This is because a multi-
stakeholder approach supports the ideals of transparency and openness
upon which the internet was built and supports input from voices critical to
the issue. However, these stakeholders operate within a context with
varying levels of impact and influence, depending on the factors being
considered, necessitating an understanding of their roles concerning the
issue of online censorship.

Citizens Government
Secondary
Stakehold
Tech Civil N Civil Society  Tech
Companies Society Pibary Companies
PR
Stakeholders
Core
Stakeholders
INFLUENCE IMPACT

Fig 2: The stakeholders relevant to the online censorship conversation occupy different positions depending on the context and factors considered. In relation to influence over online
hip, g ies wield greater power as the initiators, while citizens are primarily at the receiving end. Conversely, in terms of impact, citizens are mostly affected as
the recipients of online censorship.

This section identifies and defines the roles of key players, including
government agencies, civil society organizations, tech companies, and the
public.

Government Agencies

‘ National Broadcasting Commission (NBC): The NBC plays a
crucial role in regulating the media landscape in Nigeria, as it
has regulatory authority over broadcasting. The commission
holds influence over how media content is disseminated offline
and online. As such, NBC can play a pivotal role in shaping
policies related to online content regulation.
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‘ National Information Technology Development Agency (NITDA):

NITDA is responsible for developing and regulating information
technology in Nigeria. The agency can influence policies,
standards, and guidelines for online censorship and data
protection.

‘Nigerian Communications Commission (NCC): NCC is the
regulatory authority for the telecommunications industry in
Nigeria. Given its control over internet service providers, it can
impact the accessibility and quality of online content.

The Nigerian Judiciary: The judiciary interprets and enforces the

law. Its role is pivotal in ensuring that online censorship actions
align with legal provisions and human rights standards.

Civil Society Organizations

‘ Media Rights Agenda (MRA): MRA is an established civil society
organization that promotes freedom of expression, including in
the digital sphere. The organization is critical in advocating for
online rights and raising awareness about online censorship
issues.

' Paradigm Initiative Nigeria (PIN): PIN is dedicated to the digital
rights of Nigerians and actively advocates for digital rights, data
protection, and freedom of expression, offering a civil society
perspective on online censorship.

Civic Media Lab: This organization conducts research and

advocacy work on media and technology, contributing to the
public discourse on online censorship and its implications.
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Tech Companies

Social Media Platforms: Companies like Facebook, Twitter, and
Google operate in Nigeria and play a significant role in the digital
landscape. They are critical stakeholders in content moderation,
data protection, and user privacy discussions.

Internet Service Providers (ISPs): ISPs are essential in providing
access to online content. They play a pivotal role in implementing
government policies related to content filtering and access.

The Public

Nigerian Citizens: The general public plays a crucial role in
shaping the narrative around online censorship. Citizens who
express their concerns and opinions about online censorship
contribute to raising awareness and advocating for change.

Online Communities and Activists: Online communities and
activists often lead discussions about digital rights and
censorship. Their role in highlighting censorship cases and
advocating for change cannot be overstated.

Media and Journalists: The media, including journalists, are
responsible for reporting on issues related to online censorship
and digital rights. They act as watchdogs and advocates for a free
and open digital space.

Legal and Human Rights Experts: Legal experts and human rights
advocates are key stakeholders who provide expertise in
interpreting and applying existing laws and international
standards. They contribute to shaping policies and advocating for
rights.

Educational Institutions: Educational institutions and their
communities can promote digital literacy and critical thinking
about online rights, empowering the public to discuss online

censorship.
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Understanding the roles of these key stakeholders is essential to
fostering collaboration and developing strategies to address online
censorship in Nigeria. These stakeholders must work together to
protect digital rights and ensure a free and open digital environment in
the country.

Case Studies

Examining detailed case studies is essential to understanding the real-
world consequences of online censorship in Nigeria. These case
studies illuminate the tangible impact of censorship on various
aspects of society. Additionally, drawing lessons from countries and
regions that have successfully combated online censorship provides

valuable insights into potential strategies and solutions.

eCase Study: #EndSARS Movement

During the 2020 #EndSARS protests in Nigeria, which called for an end
to police brutality, there were reports of online censorship and social
media restrictions. Protesters and activists alleged that their social
media posts were taken down, limiting their ability to mobilize and
share information. This case illustrates how online censorship can
impact social and political movements and hinder civic engagement.



POLICY BRIEF Combating Online Censorship: Protecting Access to Information in Nigeria .

Lessons from Countries with Successful Anti-
Censorship Efforts

Countries and regions like Kenya, Tunisia, and Brazil have faced
challenges related to online censorship but have also made significant
progress in addressing them. In Kenya, the government worked with
civil society organizations to develop progressive data protection and
privacy laws. Tunisia, known for its democratic transition, has enacted
laws that promote free expression and protect digital rights. Brazil has
actively created Internet governance mechanisms that prioritize open
access to information. These countries provide valuable insights into
successful strategies and stakeholder collaboration in addressing
online censorship.
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Challenges and Limitations

Effectively combating online censorship in Nigeria is a complex
endeavor, marked by many technical, legal, and political obstacles.
This is because online censorship relies on several tools and
strategies; from using internet censorship technologies for
surveillance and keyword filtering, which restricts access to specific
information, to outright banning networks and internet shutdowns.
This section examines these challenges, offering a comprehensive
view of the difficulties that must be addressed.

Technical Challenges

Deep Packet Inspection (DPI) and Surveillance: Technical
mechanisms like DPI inspect and filter internet traffic, making it
difficult to evade censorship. Surveillance technologies, often
procured and employed by governments, enable monitoring of online
activities and tracking of users, infringing on privacy rights.

Domain Name System (DNS) Manipulation: Governments may use
DNS manipulation to block access to certain websites or redirect
users to alternative sites. This technique makes it challenging for
users to access information freely.
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Use of VPNs and Proxies: Many individuals use Virtual Private
Networks (VPNs) and proxy servers to bypass online censorship.
However, governments may employ methods to detect and block the
use of these tools, presenting an ongoing cat-and-mouse game.

Legal Challenges

Ambiguous Legal Provisions: The legal framework in Nigeria related
to online censorship can be ambiguous, allowing authorities to
interpret and apply laws that curtail freedom of expression and access
to information.

Lack of Legal Safeguards: The absence of clear legal safeguards to
protect digital and human rights online poses significant challenges.
This gap leaves individuals and organizations vulnerable to arbitrary
restrictions.

Legislation Gaps: The absence of specific legislation tailored to
address online censorship may hinder legal efforts to counteract
these challenges effectively.

Political Challenges

Government Control and Influence: Political actors and government
agencies often wield significant control and influence over online
censorship efforts. Their authority can make it challenging to
implement meaningful reforms and changes.

Political Instability: Political instability can exacerbate online
censorship issues. During periods of unrest or elections, governments
may intensify restrictions on online content in an attempt to maintain
control.
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International Relations: International politics can also complicate
addressing online censorship. Diplomatic considerations, trade
agreements, and international cooperation may impact the willingness
of governments to combat censorship effectively.

Evolving Nature of Censorship Techniques

Online censorship techniques constantly evolve, making it challenging
to keep up with the new methods and technologies that governments
and other actors employ. The dynamic nature of these techniques
requires continuous adaptation and innovation to counteract them
effectively.

Balancing Security and Freedom

A significant challenge is finding the right balance between security
concerns and protecting freedom of expression and access to
information. Governments often cite national security as a reason for
online censorship, making it a complex task to strike this balance
without compromising fundamental rights.

Capacity Building and Awareness

Capacity building among key stakeholders, including government
agencies, civil society, and the public, is crucial. Ensuring all parties
involved have the necessary skills and knowledge to address online
censorship effectively is an ongoing challenge.

Addressing online censorship in Nigeria requires a multi-faceted
approach that tackles the technical, legal, and political challenges that
impede progress. These complexities make engaging in strategic,
collaborative efforts that involve stakeholders from various sectors
vital. Combating online censorship is a continuous process that
demands adaptability and perseverance in the face of evolving
challenges.



POLICY BRIEF Combating Online Censorship: Protecting Access to Information in Nigeria

Recommendations

At the core of this policy brief are recommendations that outline
actionable measures for addressing online censorship in Nigeria.
These recommendations encompass policy changes, legal reforms,
and stakeholder collaborative efforts. Implementing these
recommendations is vital to ensuring a free and open online
environment in Nigeria.

Legal Reforms and Clear Definitions

g\ Review and Amend Existing Legislation: The Nigerian
government should review and amend existing legislation,
such as the Cyber crimes Act and the National Broadcasting
Commission Act, to provide clear and specific definitions
related to online censorship. These amendments should
ensure that legal provisions align with international standards
on freedom of expression and access to information.

Transparency and Accountability

Establish  Guidelines: Develop clear guidelines for
implementing online censorship measures. These guidelines
should include procedures for content takedown, oversight
mechanisms, and safeguards to prevent arbitrary restrictions.
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.Transparency Reports: Encourage government agencies,
internet service providers, and social media platforms to

publish regular transparency reports on content removal and
restrictions. This promotes transparency and accountability.

Collaboration Among Stakeholders

o'

Digital Literacy and Awareness

‘ Digital Literacy Programs: Promote digital literacy programs
to empower individuals with the knowledge and skills to
navigate the digital landscape safely and responsibly. Digital

literacy is a critical tool for countering online censorship.

‘ Awareness Campaigns: Launch awareness campaigns to
inform the public about their digital rights and the

implications of online censorship. These campaigns can
empower individuals to become advocates for their rights.
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International Engagement

4 International Cooperation: Engage in international
A cooperation to share best practices and experiences with

countries that have successfully addressed online censorship.

Collaborate with international organizations and partners to
advance digital rights and freedoms.

ﬁiﬁ} Human Rights Advocacy: Use international platforms to

advocate for human rights, digital rights, and freedom of
expression, emphasizing the importance of these rights in the
digital age.

Independent Oversight and Redress Mechanisms

Establish Independent Oversight Bodies: Consider the
establishment of independent oversight bodies responsible
for reviewing and adjudicating cases of online censorship.
These bodies should ensure that restrictions comply with
legal standards.

Accessible Redress Mechanisms: Create accessible redress

mechanisms for individuals and organizations who believe
their rights have been infringed by online censorship. These
mechanisms should offer a fair and efficient process for
addressing grievances.

Implementing these recommendations is vital to ensuring a free and
open online environment in Nigeria. They provide a roadmap for
addressing the challenges posed by online censorship, promoting
digital rights, and safeguarding fundamental freedoms in the digital
age. Collaborative efforts among stakeholders are essential to driving
these recommendations forward and creating a digital landscape that
respects and upholds these rights.
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Conclusion

In conclusion, this policy brief underlines the urgent need to combat
online censorship and protect access to information in Nigeria. It
serves as a resounding call to action, emphasizing the importance of
defending democratic principles, human rights, and free expression in
the digital age. Nigeria must take proactive steps to preserve these

fundamental values.

A thriving democracy relies on free expression. However, online
censorship threatens the ability of citizens to express themselves,
engage in debates, and hold governments accountable. Nigeria's
government and institutions must champion free expression and
provide a space for diverse voices to contribute to the public
discourse. This is even more critical in a digital age that has
transformed how information is accessed and shared. With the
internet serving as a primary source of information, access to this
information must remain open and unrestricted. Online censorship
runs counter to the digital age imperative of an open, interconnected
world.
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